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Frequency-Based Differential Side-Channel
Attack

Most Side-Channel attacks, like DPA, are executed in the timing domain. As a result, the
measurements need to be aligned in order to mount a successfull attack.

Shifting the attack to the frequency domain overcomes the requirement of aligned measurements,
and allows also to attack secured implementations.

The goal is to give an insight into the topic of side-channel attacks that operate in the frequency
domain. Furthermore, the advantages or disadvantages compared to well known techniques like
DPA should be drawn.
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