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Differential Computation Analysis (DCA) is the software counterpart of the Differential Power Analysis
(DPA) that uses the power consumption of a device to extract secret information.

A DCA can be mounted on white-box implementations of cryptographic algorithms, i.e., an attacker
has full access to the internal state and can extract software traces containing the read and write
accesses made to memory.

This work should give an insight into DCA. Moreover, the limitations of DCA should be discussed as
well as possible countermeasures.
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